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ESG Lab Reports

The goal of ESG Lab reports is to educate IT professionals about emerging technologies and products

in the storage, data management and information security industries. ESG Lab reports are not meant

to replace the evaluation process that should be conducted before making purchasing decisions, but
rather to provide insight into these emerging technologies. Our objective is to go over some of the more
valuable feature/functions of products, show how they can be used to solve real customer problems
and identify any areas needi ng -panyperspecte/enehated on oug S (
own hands-on testing as well as on interviews with customers who use these products in production
environments. This ESG Lab report was sponsored by EMC.
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Introduction

Rapid adoption of virtual server technology and the challenges associated with the backup and recovery of ever-
growing stores of information located within branch and remote offices is causing a number of IT managers to
reevaluate their data protection strategies. New backup and recovery methods which use data de-duplication
technology to reduce capacity and network bandwidth requirements are being deployed to keep up with
explosive data growth, shrinking backup windows, compliance initiatives and security concerns.

This ESG Lab report presents the results of hands-on testing of EMC Avamar backup and recovery software with
integrated global, source data de-duplication technology. Avamar identifies redundant sub-file data segments at
the source (client), reducing the size of backup data before it is sent over the network and stored on disk. Areas
of focus include fast and secure backup and recovery of remote office data, resource efficient backup and
recovery of VMware virtual server environments and integration with EMC NetWorker. Features designed to
solve data center problemsd including system scalability, high availability, reliability and secure encryptiond are
also explored.

Background

Data residing within remote and branch offices (ROBOSs) outside the data center accounts for a significant portion
of enterprise information stores, yet this data is often protected by inefficient backup processes or not protected
at all, increasing the risk of data loss. As shown in Figure 1, ESG research indicates that 89% of organizations
currently back up ROBO data using on-site storage and personnel at a remote or branch office.* The volume of
data and the high cost of WAN bandwidth associated with these legacy methods lead most organizations (58%)
to transfer copies of ROBO backup data to a remote facility for disaster recovery using tapes and trucks. Non-
technical staff is often left with the responsibility of troubleshooting backup failures and handling tapes.

FIGURE 1. LEGACY REMOTE AND BRANCH OFFICE DATA PROTECTION STRATEGIES

Which of the following best describes how the data backup backup process is
managed at your present location? (Percent of ROBO respondents, N = 89)

Datais backed up over
the WAN to a third-party
Datais backed up over service provider, 1%  Mone ofthe above | 2%
the WAM directly to a
headquarters location
or other corporate data
center, 7%

Data is backed up to on-
site storage and is

/ stored on-site for long-
term retention, 19%

Datais backed up to on-
site storage then
replicated across the \"-‘
WaAN o a headquarters
location or other

corporate data center,

12% Data is backed up to on-

site storage and
removable media (e.qg.
tape)is fransported off-
site for long-term
retention, 58%

! Source: ESG Research Report, Branch Office Optimization, January 2007
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In addition to the challenges associated with remote and branch office data, a growing number of IT managers
are searching for ways to better protect virtual server data (e.g. VMware environments), since traditional backup
and recovery methods can cause backup performance bottlenecks and limit server virtualization levels. Legacy
backup methods often lead to missed backup windows, application performance issues and an inability to meet
service level agreements. As a result, ESG research indicates that the deployment of server virtualization is
causing a growing number of IT managers to rethink their existing backup and recovery methods. Twenty
percent of rgspondents indicatet h at tahmeady adopted new backup tools and processes to protect virtual
server data.

EMC Avamar

EMC Avamar is backup and recovery software with integrated global, source data de-duplication technology.
Avamar significantly reduces the cost and complexity associated with the backup and recovery of ROBO, virtual
server environments, and datacenter LAN servers. Lightweight Avamar agents are installed on application
servers to eliminate redundant backup data before it is sent over a local or wide area network and stored on disk.
These agents are supported for a number of popular operating systems and applications including AlX, HP-UX,
Linux, Mac OS, Solaris, Windows, VMware, NetWare, Microsoft Exchange, Microsoft SQL Server, IBM DB2,
Oracle and NDMP (for NetApp filers and EMC Celerra). The Avamar agents work with Avamar software running
within a centrally managed Avamar data repository (server) to eliminate duplicate data on a global scale
throughout the organization. A logical full/incremental forever backup policyd combined with source-based global
data de-duplication, compression and encryptiond provides fast and efficient backup and recovery.

Avamar offers deployment flexibility to meet the needs of enterprise organizations. For smaller remote offices,
only Avamar agents are required (no extra hardware), while larger offices or those requiring faster recovery can
deploy a local Avamar server. EMC offers several methods to deploy an Avamar server, including the Avamar
Data Store, which provides a turnkey pre-configured solution consisting of Avamar software running on EMC
hardware. An Avamar Data Store single-node configuration is available in 1 TB or 2TB capacities to store de-
duplicated data (which, under a typical backup schedule, could require tens of terabytes of traditional cumulative
disk or tape storage, depending on the backup method and retention period). For larger implementations, a
scalable Avamar Data Store multi-node configuration with self-healing redundancy can be used to retain the
equivalent of petabytes of daily full backups. Avamar can also be deployed on industry standard EMC certified
servers. And for VMware environments, Avamar Virtual Edition enables a complete Avamar server to be
deployed as a virtual appliance by running as a Guest on an existing ESX server and leveraging existing disk
storage.

Avamar was designed to solve a humber of data center problems. Its N-way grid architecture provides extreme

capacity and performance scalability by simply adding nodes (servers) tot he gr i d. And Avamar
array of independent nodes (RAIN) architecture provides high availability by eliminating single points of failure

and providing fault tolerance across nodes. Avamar also performs daily integrity checks of the Avamar server

and backup data, ensuring that data can be quickly recovered when needed.

ESG Lab first evaluated Avamar in 2005 and again in 2007 shortly after its acquisition by EMC. A number of
compelling new capabilities have been added to the solution since the first ESG Lab validation. The ability to
quickly and efficiently backup VMware environments via Avamar agents at the Guest, Service Console, or
VMware Consolidated Backup (VCB) proxy server level provides a resource-efficient method for the backup and
recovery of virtual servers. Also, integration with EMC NetWorker provides a path for NetWorker customers who
want to leverage the benefits of data de-duplication with the familiar look and feel of the NetWorker user
interface. The balance of this report presents the results of ESG Lab hands-on testing of EMC Avamar.

2 Source: ESG Research Report, The Impact of Server Virtualization on Storage, December 2007, N=365
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ESG Lab Validation

ESG Lab first performed hands-on testing of EMC Avamar in Irvine, California in 2005. This first round of testing
was focused on the use of source-based, global data de-duplication to protect remote and branch offices.

Protecting Remote Offices

Remote and branch offices (ROBOSs) contain a large amount of enterprise data, yet most still rely upon traditional
tape-based backup methods manned by non-IT staff. Tape backup, snapshots, mirroring, staging and archiving
all significantly increase the amount of storage under management. Non-IT staff handling backups and tapes
increases the cost of data protection and the risk of data loss. In a distributed environment, it is impractical to
centralize backup operations with traditional backup architectures and existing network capacity. Moving even
daily incremental backup data sets requires so much network bandwidth and time that even this simple process
can become prohibitively expensive and inefficient.

Avamar attacks this issue by improving backup processes in several ways. It employs capacity reduction
technology and global data de-duplication across sites and servers with a lightweight agent running on the client
systems it protects. Avamar requires a one-time-only full backup where redundant data is eliminated and after
that, only new, unique sub-file data segments are backed up daily across the WAN to the data center or DR site.
The software identifies and filters repeated variable length data segments stored in files within a single system
and across multiple systems over time, capturing only net new segments. In addition, data compression
algorithms are applied to eliminate space and redundant file patterns, further shrinking data volumes.

FIGURE 2. PROTECTING REMOTE AND BRANCH OFFICES

Avamar Console

Remote Offices

Bandwidth Efficient

Avamar

Corporate
Headquarters

Figure 2 illustrates how remote and branch offices using EMC Avamar can reduce the amount of data being
transferred during backup (I ab el ed @ Ba n d)vby sbnding oBly unigue blecks tofcdata to a centralized
data center. At smaller remote offices, only Avamar software agents are deployed on the systems, while larger
remote offices and data centers typically deploy a local Avamar server to improve recovery performance.
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Avamar also supports disaster recovery and offsite archival by replicating backup data over a wide area network
to a remote data center. Data de-duplication and replication capabilities ensure that only changes since the last
backup, comprised of unique and compressed sub-file variable length data segments, are replicated. This is
extremely valuable, reducing the cost of network bandwidth and improving the performance of backups and
replication over the WAN.

ESG Lab Testing

A single-node Avamar system was configured to test remote office backup to a corporate data site (see Figure
3). An internal Ethernet network simulated a wide area network during this phase of testing. In this test, ESG Lab
used Avamar to protect a Microsoft Windows, Exchange and Linux server at a simulated remote office.

FIGURE 3. REMOTE BRANCH OFFICE TEST BED

Remote Office Corporate Headquarters

Windows

= LAN N WAN

Avamar Server

Exchange

= Avamar Data Store = |

2 -
Linux Avamar Management Console

The installation of the remote system with approximately 1 TB of de-duplicated backup capacity began with an
Avamar-specific Linux distribution and was completed in about 30 minutes. Within an hour, ESG Lab had
configured a replication policy to run at 6:00 PM nightly. The Avamar Management console was used to select
the servers and data for an on-demand backup. A remote restore was tested after the nightly replication job has
run.

ESG Lab found that managing backups and restores using the Avamar management console is extremely
intuitive. As shown in Figure 4, the backup history for a server appears in an intuitive monthly calendar format.
After choosing the backup to recover from (in this case, the most recent backup on March 6), a directory tree
interface that looks and feels like Windows Explorer was used to select the files to restore. During ESG Lab
remote recovery testing, a single log file (NTUSER.DAT) was recovered at the simulated remote office from a
replica at corporate headquarters in less than three minutes.
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FIGURE 4. THE AVAMAR MANGEMENT CONSOLE INTERFACE
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Source-based Global Data De-duplication

During backups, the Avamar client agent examines the u s e filé system and applies a data de-duplication
algorithm that identifies redundant data sequences and breaks that file system into variable-sized sub-file
objects. Each object is assigned a unique ID. The Avamar client software then determines whether or not this
unique ID has already been stored on the Avamar server.

If the object does reside on the Avamar server, a link to the stored object is referenced in this backup. Once an
object has been stored on the server, it never has to be resent over the network, no matter how many times it is
encountered throughout the organization. This way, Avamar customers only need to perform an initial, full
backup once as subsequent daily backups consist of only new, unique sub-file (block-level) data segments that
are continuously appliedd forever. This feature greatly reduces network traffic and provides enhanced storage
efficiency during backups and enables fast, one-step recovery of daily full backups.

To better wunder st aduglicatton @anrelogy,consldertadonerBoint presentation attached to
an e-mail. If the e-mail is sent to multiple recipientsd including remote office locations and then forwarded to yet
another set of recipients at a different remote officed Av a ma r 6 s -duplecdtien tedheology will still store the
presentation only once, which is an example of data de-duplication at work at the file level. If one of the recipients
modifies a slide in the presentation and again forwards it to a group of colleagues, Avamar will only transmit the
unique blocks of the PowerPoint file that has changedd which is sub-file de-duplication. If each remote office
backs up to a centralized corporate data center, Avamar ensures that each block of data is unique globally or it
wonot be transferred. T hi s-duplicatiomdea$ ie pravided thd greatestsvaluglofo b a | d
capacity saving and bandwidth optimization. With global data de-duplication, the actual capacity required to
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protect and store user data is significantly less than the virtual capacity it is protecting.

As shown in Figure 5, Avamar software filters primary data at the sourced before it is backed up across the
networkd to ensure that only unique sub-file data segments (represented by the colored boxes) are transferred
and stored to disk. The unique data blocks are compressed (represented by the compacted color boxes) and
then backed up over an Ethernet LAN or WAN to an Avamar Data Store appliance, an industry-standard server
running Avamar software. This dual-process minimizes the amount of data ultimately backed up over the LAN to
a back-end data repository: There are fewer colored boxes on the right side of the diagram than on the left,
indicating the capacity savings with data de-duplication.

FIGURE 5. AVAMAR SOURCE-BASED GLOBAL DATA DE-DUPLICATION

Data De-Duplication

> W EE 1 — LAN/WAN
\ \/

Application Servers with
Avamar Agents

« Compression
| - De-duplication
«Incremental Backups

Avamar Data Store

This technique also eliminates the issues and delays associated with using one or more incremental backup
images during a restore because Avamar provides the equivalent of daily full backups that can be immediately
recovered in a single step. A v a m aspabesfficient logically complete backup method also eliminate the need to

periodically perform full backups, which makes backups run much faster because they read and move
significantly less data than a full backup.

ESG Lab Testing

ESG Lab performed hands-on tests and audited historical production backup data to validate capacity and
bandwidth efficiency of the EMC Avamar solution. According to EMC, an initial backup of Microsoft Office file
data stored to disk is typically reduced by 70% in real-world deployments. Even more impressive is what
happens when backups are retained over time: As new daily backups occur, the amount of common data across
backup data sets increases, ultimately reducing the required network bandwidth and backup storage required by
up to 500x compared to traditional daily full backup methods.

Having witnessed the benefits of data reduction over the course of two backups, ESG Lab audited a series of
Avamar backup logs to determine the cumulative data reduction benefits that can be achieved over longer
periods of time based on real-life application data. Avamar software is used internally by the Avamar team at
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EMC to protect all of its data. The data stored on servers used by the engineering, finance and operations
groups, as well as on desktops and even laptops, is protected using Avamar software.

Backup logs were audited for a variety of server and data types. The statistics presented in Avamar backup logs
(Data Protected, Common, Changed) were used to calculate the data reduction factors (see Table 1).

TABLE 1. AVAMAR DATA REDUCTION BENEFITS

Data Type Changed Data Daily Data Reduction Factor
Laptop 0.28% 363X
Engineering Server 0.2% 611x
Exchange Server 0.5% to 4% 25 to 200x

Armed with hands-on experience and an audit of the Avamar backup logs, ESG Lab interviewed an Avamar

customer to validate the data reduction benefits of Avamar software over time. The customer worked for a
construction firm with about 12 TB of Oracle, e-mail and file data. Before the introduction of the Avamar

software, Veritas NetBackup and tape libraries had been used. Weekly, full backups were beginning to take all

weekend long and these backups frequently failed, meaning that portions had to be re-run on Monday. Restore

requests coming in over the weekend or on Monday often had to be deferred until Tuesday. Handling over 60 TB

of on- and off-site DLT and LTO tape cartridges was becoming untenabled a f act t hat wasnét f ul
tape was phased out after the installation of Avamar software.

Avamar software was installed and initially deployed to protect project data residing on a file server. All of the
company 6 siowbatcak eids up usi ng Avamar . A cuwently kepton digloforguick of b a
and reliable restores and the user interface made a great first impression. As a matter of fact, ESG Lab was told
thatigetting it goi ngd netasssmethingioneaornaallythéats about backuprsajtware. 1 t 6 s easy
and it works reliably. Running full backups is as simple as a mouse click. Backups that run in parallel every night

are done in a couple hours. Restores of | ost or corrupi
all weekend, Saturdays can be used for maintenance.o

Avamar logs are checked each morning to verify that the ni ght 6s b ac k syrcessfulympThe t e
percentage of common data across all data types is typically 99.7%, which implies that a daily effective full
backup of 12 TB takes only 36 GB of capacity on disk, for an effective data reduction factor of 333x.

Based on the results of ESG Lab testing, interviews with EMC Avamar customers and an audit of backup logs,
ESG is confident that customers can run daily full backups and achieve a daily data reduction factor in the 300-
500x range, while cost effectively retaining backups on disk for six months or longer.

Why This Matters

Information critical to the success and efficiency of an organization is not just found in corporate data
centers, it also resides at remote and branch offices. Protecting remote offices using traditional backup
methods can be costly and riskyd especially when performed by non-technical local staff at remote offices.
Replicating data over a WAN instead of shipping tapes can be cost prohibitive because of the significant
amount of data that needs to be transferred across the network.

ESG Lab has confirmed that EMC Avamar source-based global data de-duplication significantly reduces the
amount of data sent over the WAN, enabling fast, daily full backups for remote office data. Backups are
centrally managed from a corporate data center using the intuitive Avamar Management console and data
can be encrypted for security. Avamar can also be used to solve a number of data center challenges
including the resource efficient backup and recovery of virtual server data (e.g. VMware environments).
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Solving VMware Backup Challenges

Server virtualization creates the perfect opportunity for organizations to consolidate servers, centralize
management, increase storage capacity utilization, improve availability, enhance data protection and reduce
backup windows. Server virtualization can, however, introduce a new set of backup and recovery challenges:
Increased storage requirements, longer backup jobs, shrinking backup windows and application performance
degradation.

ESG research indicates that among current server virtualization users, 75% report that their virtualized and non-
virtualized environments share the same backup processes and tools. ESG believes there are two ways to look
at this data. On one hand, it implies that the majority of organizations have not yet developed comprehensive
strategies when it comes to virtual server backup and data protection.

Server virtualization adoption is on the rise within organizations of all sizes. A recently completed ESG Research
Survey indicates that 52% of organizations are currently utilizing server virtualization technology and 48% plan to
do so.® Twenty percent of the early adopters indicate they have deployed different backup processes and/or
tools for virtual machines. This is evidence that a change in data protection processes is afoot as organizations
roll out expanded server virtualization implementations and move from thinking about backing up and restoring
data to backing up and restoring servers (i.e., virtual machine images).

Virtual server images, which contain operating system and application data, are great candidates for data de-
duplication. Consider the system boot and configuration files for a virtual server. Each virtual machine accesses
the same set of files, yet operationally, each acts as if it were its own physical server. Traditional backup
schemes would make copies of each virtual server's environment and send them off to the backup store. Avamar
simplifies the backup and recovery of virtual machines as it reduces the amount of data backed up, which in turn
minimizes the impact on host servers, network bandwidth and storage requirements.

EMC Avamar can quickly backup VMware environments via the Guest, Service Console, or VMware
Consolidated Backup (VCB) proxy server to provide a resource-efficient method for the backup and recovery of
virtual server data. Unlike traditional backup methods, Avamar enables fast, daily full Guest backups and
individual file or .vmdk recovery. An Avamar server can also be deployed as a virtual appliance within a virtual
machine (Avamar Virtual Edition), leveraging an existing ESX server and storage for simplified deployment.
Whether the Avamar agent is deployed via a Guest within a virtual machine, on an ESX Server managed via the
VMware Infrastructure Service Console, or at the VCB Proxy Server, A v a masubéike variable-length data de-
duplication provides significant resource and capacity savings as it eliminates redundant backup data within and
across virtual machines.

ESG Lab Testing

ESG Lab evaluated the capacity and resource savings that can be achieved with Avamar in an EMC customer
proof of concept lab. The lab has been using Avamar to back up hundreds of virtual servers for more than 60
days. Data culled from EMC&6s production environment i
weekly basis to simulate the changes and growth in a production VMware environment.

The lab environment consisted of five Dell 6850 servers running VMware ESX version 3.0.2. Each server was
equipped with 4-way 3.2 GHz dual core processors and 64 GB of memory. The servers were SAN-attached to a
pair of EMC CLARIION CX3-40 disk arrays. A total of 280 virtual machines were deployed on the five physical
servers. Most of the virtual machines (262) were configured with Windows operating systems and a random
sample of production office data culled from EMC home directories (e.g., documents, spreadsheets and
presentations). The balance of the virtual machines ran Microsoft applications (Exchange, SQL Server,
Sharepoint and Active Directory), Linux applications (e.g., Apache) and EMC applications (ECC Infrastructure,
StorageScope and InfoScape). A view of the VMware configuration from the perspective of VMware Virtual
Infrastructure console is shown in Figure 7.

3 Source: ESG Research Report, The Impact of Server Virtualization on Storage, December 2007
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FIGURE 7. VMWARE INFRASTRUCTURE VIEW OF THE EMC CUSTOMER PROOF OF CONCEPT LAB
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ESG Lab performed a backup of 16 virtual servers. Figure 7 shows what was happening behind the scenes as
Avamar software worked in concert with VMware Consolidate Backup. An EMC CLARIiiON snapshot® of
production virtual server data was mounted by the ESX proxy server (a Dell 1950 dual core 3.2 GHZ with 64 GB
of memory) and backed up using Avamar software running on the proxy server. Backup data was stored on a

LAN-attached Avamar Data Store.

FIGURE 8. AVAMAR AND VMWARE CONSOLIDATED BACKUP

4 Microsoft Volume Shadow Copy Services (VSS) works together with the EMC CLARIiON behind the scenes to coordinate the creation of

consistent snapshots.

-9-

Copyright O 2008, The Enterprise Strategy Group, Inc. All Rights Reserved.



